
EPP Extensions 

The Nomulus platform implements a comprehensive suite of EPP extensions that have been 
meticulously registered with the Internet Assigned Numbers Authority (IANA) in accordance with 
RFC 7451, the "Extension Registry for the Extensible Provisioning Protocol." This extensive 
implementation ensures full compliance with industry standards while providing robust functionality 
for domain name system operations. 

A condensed listing is included in Appendix A. 

Core Protocol Foundation  

At the heart of the Nomulus EPP implementation lies a sophisticated set of core protocol extensions 
that form the foundation of all registry operations. The base EPP protocol, implemented through 
urn:ietf:params:xml:ns:epp-1.0, provides the fundamental framework for all registry 
communications. This core protocol is enhanced by the common elements extension 
(urn:ietf:params:xml:ns:eppcom-1.0), which standardizes shared components across all 
EPP operations, ensuring consistent handling of common data structures and validation rules. 

The platform's domain name provisioning capabilities are implemented through 
urn:ietf:params:xml:ns:domain-1.0, which provides comprehensive support for domain 
name lifecycle management. This extension enables sophisticated domain name operations 
including creation, modification, deletion, and transfer processes, all while maintaining strict 
adherence to ICANN policies and industry best practices. 

Contact information management is handled through urn:ietf:params:xml:ns:contact-1.0, 
which implements a robust framework for managing registrant and administrative contact details. 
This extension ensures proper handling of contact information while maintaining compliance with 
privacy regulations and data protection requirements. 

Host management functionality is provided through urn:ietf:params:xml:ns:host-1.0, 
enabling precise control over name server configurations and host object management. This 
extension supports complex name server operations while maintaining the integrity of the domain 
name system. 

Security and Validation Extensions 

The platform's security framework is significantly enhanced through the implementation of DNSSEC 
support via urn:ietf:params:xml:ns:secDNS-1.1. This extension enables comprehensive 
DNSSEC operations, including key management, signature validation, and secure delegation 
processes. The implementation ensures that domain names can be properly secured through 
cryptographic validation, enhancing the overall security of the domain name system. 



Registry Grace Period processing is implemented through urn:ietf:params:xml:ns:rgp-1.0, 
providing sophisticated handling of domain name lifecycle transitions. This extension enables 
precise management of grace periods for domain name operations, ensuring compliance with 
ICANN policies regarding domain name deletion and restoration processes. 

Launch Phase Management 

The platform's launch phase management capabilities are implemented through 
urn:ietf:params:xml:ns:launch-1.0, providing comprehensive support for new gTLD 
launch phases. This extension enables sophisticated handling of sunrise periods, landrush phases, 
and general availability transitions, ensuring proper implementation of ICANN's new gTLD program 
requirements. 

Financial Operations 

Financial operations within the platform are supported through multiple fee extensions, each 
providing specific functionality for different aspects of registry operations. The implementation 
includes support for urn:ietf:params:xml:ns:epp:fee-1.0, enabling comprehensive fee 
management across various registry operations. These extensions support sophisticated pricing 
models, including premium domain name pricing, renewal fees, and transfer costs, while ensuring 
accurate financial reporting and compliance. 

Specialized Operations 

The platform implements urn:ietf:params:xml:ns:allocationToken-1.0 to support 
specialized domain name allocation processes. This extension enables sophisticated handling of 
allocation tokens, supporting various domain name distribution mechanisms while maintaining 
proper security and validation procedures. 

Implementation Details 

All extensions are implemented through XML Schema Definition (XSD) files within the codebase, 
providing robust validation and structure for EPP messages. These schema definitions ensure 
proper message formatting and data validation, while enabling sophisticated error handling and 
response generation. 

The platform's extension implementation supports a comprehensive range of registry operations, 
including domain name management, contact information handling, host management, DNSSEC 
operations, launch phase processing, fee management, trademark validation, registry data escrow, 
and allocation token processing. Each operation is carefully implemented to ensure compliance with 
relevant standards and policies while maintaining high levels of security and reliability. 



Compliance and Interoperability 

The implementation of all extensions strictly adheres to the standard EPP extension framework, 
ensuring full compliance with RFC 7451 and maintaining proper registration with IANA. This 
commitment to standards compliance ensures seamless interoperability with other EPP clients and 
servers, while enabling robust error handling and proper protocol implementation. 

The platform's extension implementation undergoes regular review and updates to ensure continued 
compliance with evolving standards and requirements. This ongoing maintenance process ensures 
that the platform remains at the forefront of registry technology while maintaining the highest levels 
of security and reliability. 

Each extension is carefully documented and tested to ensure proper functionality and compliance 
with relevant standards. The implementation includes comprehensive error handling and validation 
procedures, ensuring robust operation even under challenging conditions. 

The platform's extension framework is designed to be extensible, allowing for future enhancements 
while maintaining backward compatibility with existing implementations. This forward-looking design 
ensures that the platform can adapt to evolving requirements while maintaining stability and 
reliability. 

Conclusion 

The Nomulus platform's implementation of EPP extensions represents a comprehensive and 
sophisticated approach to registry operations. Through careful implementation of all required 
extensions and strict adherence to industry standards, the platform provides robust support for all 
necessary registry operations while maintaining the highest levels of security, reliability, and 
compliance. 

The platform's extension implementation ensures proper handling of all registry operations while 
maintaining strict adherence to ICANN policies and industry best practices. Through careful attention 
to detail and comprehensive testing, the platform delivers reliable and secure registry services that 
meet the needs of the global domain name system. 

Appendix A: Verified EPP Extensions 

The following is a complete list of EPP extensions implemented in Nomulus, all of which are verified 
to be registered with IANA as per 
https://www.iana.org/assignments/epp-extensions/epp-extensions.xhtml. 

Core Extensions 

https://www.iana.org/assignments/epp-extensions/epp-extensions.xhtml


●​ urn:ietf:params:xml:ns:epp-1.0 - Base EPP protocol 
●​ urn:ietf:params:xml:ns:eppcom-1.0 - Common EPP elements 
●​ urn:ietf:params:xml:ns:domain-1.0 - Domain name provisioning 
●​ urn:ietf:params:xml:ns:contact-1.0 - Contact provisioning 
●​ urn:ietf:params:xml:ns:host-1.0 - Host provisioning 

Security Extensions 

●​ urn:ietf:params:xml:ns:secDNS-1.1 - DNSSEC support 
●​ urn:ietf:params:xml:ns:rgp-1.0 - Registry Grace Period processing 

Launch Phase Extension 

●​ urn:ietf:params:xml:ns:launch-1.0 - Launch phase processing 

Fee Extensions 

●​ urn:ietf:params:xml:ns:epp:fee-1.0 - Fee extension v1.0 

Specialized Extensions 

●​ urn:ietf:params:xml:ns:allocationToken-1.0 - Allocation token support 

All extensions listed above are verified to be registered with IANA and follow the standard EPP 
extension framework as defined in RFC 7451. Each extension is implemented through XML Schema 
Definition (XSD) files within the Registry system codebase, ensuring proper validation and structure 
for EPP messages. 
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